
MOBilize your privacy



Did you know... How safe is your communication?

• �When a document leaves your firm—by email, fax, or even  
courier—are you in control?

• �Do you know who is reading your clients’ contracts when you send 
them out?

• �Do you protect sensitive information at every stage in its life cycle: 
from creation to collaboration to storage?

• �Are you in compliance with privacy and security legislation and 
guidelines?

Your email travels the world – and anyone can read it. Email 
is copied from one computer server to another as it travels across the 
Internet. These copies may persist for days and you have no control 
over who accesses them.

Email can tell lies. There is no easy way to verify a sender or 
receiver of an email. Impersonation is easy: eavesdropping is a relatively 
simple task, and anyone can send an email that appears to be from you.

Faxes are not so private either.  There is no way to verify the 
sender or receiver of a fax, and faxes may be caught by whoever is in 
your client’s office at the time. Besides, efaxes are taking over, and they 
are merely insecure email.

Your computer is easy to read. Unless you have actively 
encrypted it, your data may be accessed by anyone on your 
network, in some cases without a password. Are you protecting 
your data and your clients’ data? What happens if your computer 
falls into the wrong hands?

Would you post client information here?

You CAN protect client confidentiality. And PROVE it.
My Own Bits Professional Services (MOB Pro) provides a completely private and secure method to transmit and collaborate on sensitive 
files with your clients. MOB Pro places you in control. You retain ownership and are able to send, share, validate or revoke access to any 
shared document at any point. MOB Pro secures your data and enables you to track it.  All activity on a matter; every view, every change, 
every version and every secure file transmission is logged for your records. MOB PRO assures confidentiality by providing a completely 
private and secure means to transmit, collaborate, verify, and store sensitive documents. Only authorized users ever have access.
Nobody else can see your data. Not even us.™

Secure Zone

Even we, as the storage host, have no way to decrypt users’ valuable information



Secure Transmission, Storage & Collaboration

Secure Online Collaboration has arrived

• �Share documents with clients and colleagues through a single custom 
application that ensures privacy and industrial-strength security – only the 
sender and receiver have access to their collaboration space. Not even us, the 
service provider, can decrypt your data.

• �Documents are constantly up-to-date with  
automatic Smart Version Control™

• �Advanced audit trails enable previous document versions  
to be tracked and accessed

• �Users easily manage permissions and groups to assure that only the intended 
recipients are able to read/write/or access data.

• �Universal document availability provides accessibility  
even without Internet connectivity

• �Unlimited storage capacity and redundant server backup provision leverages 
the scalability of online services

Secure Transmission, Storage & Collaboration
MOB Professional Services (MOB Pro) is a simple and easy software package 
that enables professionals to share sensitive documents privately and securely 
with their clients, over the Internet. Only authorized users can ever access files 
protected by MOB Pro. Not even we as the service provider have the ability to 
see them.

Fully Secured and Private: No more unencrypted information 
on the Internet.
Highly Scalable: Virtually unlimited storage, file sizes, and tracking ability.
Controlled Collaboration: Permissions are set for documents, users and 
groups. Senders and Receivers are always verified.
Easy to Use: Simple setup and no maintenance.
Cost Effective: Pay for only the services you use.

Client Confidentiality Assured
MOB Pro enables professional service firms to easily collaborate with clients using a private and absolutely secure document 
management system. MOB Pro requires minimal setup and virtually no maintenance. Information is available from anywhere, it is 
encrypted on the sender’s computer well before it is saved on our servers, and decrypted only once it is safe with the authorized 
recipient. Not even we as the server host can access your documents. Our patent-pending technology assures that encryption keys are 
never stored or even transmitted in a readable format to the server. Only authorized users ever have access to them.
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Features Benefits

Enterprise Level Encryption Industrial grade encryption provides users with the assurance that their data is secure.

Automatic File Synchronization Users automatically access the latest document versions.

Advanced Version Control Previous versions of documents can be easily referenced and restored at any time. The Audit Trail 
feature enables users to generate a live report defining which users changed each document, and the 
timing of those changes.

Advanced Data Access Control Users have full control over read, write and share permissions for each file.
Time based controls enable permissions to be automatically changed or re-voked at pre-determined 
times.

User and File Management User- document access can be easily set, changed, and revoked as needed.

Fault Tolerance Security Server storage of documents is backed up and maintained to industry standards.

Scalable Storage Provision There are virtually no restrictions to the numbers of files, sizes, and versions stored on the system.  
Storage space is effectively unlimited.

Online Availability Storing encrypted data ‘in the cloud’ leverages the persistence and constant availability of redundant 
Internet-connected servers.

Offline Mode Documents are cached locally on the computer. Files are accessible even when an Internet connection 
is not available.

SaaS Solution The subscription-based service involves paying only for services used.  
All up-grades are transparent and free.

Legislative Compliance Information can be stored in the jurisdiction of your choice. Compliant with PIPEDA  
and PIPA (BC) Acts relating to Data Privacy.

Provide true security and document control 
while enjoying advanced collaboration from 
anywhere to anywhere.

Realize savings of over $30K annually versus 
self-storage and other insecure forms of file 
sharing technology.

To MOBilize your privacy, call 1 877 371-8808 or visit www.bitsrepublic.com


