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Client privacy is a key concern for professional services businesses. MOB Professional Services  

provides an easy-to-use software environment that is cost effective and genuinely secure.  

Our patent-pending technology 

provides a secure platform that 

enables private collaboration 

between authenticated parties.  

Your documents are protected at 

every point, from transmission to 

online storage and back again. 

MOB Pro documents cannot be 

accessed by anyone without  

authorization. Not even by us.  
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Encryption Standards 
Bits Republic understands that encryptions standards are always improving and changing. When the 
standards improve, MOB Pro users and their files are automatically upgraded while retaining com-
plete security and privacy. 

AES – Advanced Encryption Standards to store files and data (min 192-bit key). 
RSA – Public Key Cryptography Standards for file sharing key generation (min 2048-bit key). 
SSL/TLS –for sharing information between clients. 
 

Installation  
Installation is easy. The small (17mb) install suite can be run locally from DVD or USB, or downloaded 
from the Internet. Users set up accounts on the MOB Pro system as part of the setup process. Local 
administrator rights are required for installation.  
 

Minimum Hardware Requirements 

1 GHz 32-bit (x86) or 64-bit  processor 
128 MB system memory (RAM) 
 

Minimum Software Requirements 

OS: Microsoft Windows XP, Vista, Server 2003, Server 2008 
.NET 2.x (will be automatically installed if not present) 
Internet connectivity to send and receive documents 

  

Core Encryption  
Methods 

AES-192 enterprise grade cryptography (NIST - FIPS Standard) 
RSA 2048-bit (upgraded to reflect best industry standards) 

File Transmission  
Encryption Method 

TLS (SSL v3) as per IETF Standard using Security Industry Standard OpenSSL  
technology. 

Synchronization & 
Version Control 

Current documents are persistently available. Previous versions of  
documents or detailed document change reports may be recalled, as per  
administrator system settings. 

Data Access  
Control 

Users have full control over read, write and share permissions for each file and 
file group. Permissions may be time-based. Administrator settings reflect permis-
sion levels available. 

Fault Tolerance  
Security 

Server storage of documents is backed up and maintained to industry standards. 
Co-location and related services may also be arranged. 

Scalable Storage 
Provision 

No restrictions to the numbers of files, sizes, and versions stored on the system. 
Storage space is effectively unlimited. 

File Format  
Independence 

Any types of files, even custom formats, may be transmitted, shared, and their 
versions tracked. 

Online Availability Storing encrypted data ‘in the cloud’ leverages the persistence and constant 
availability of redundant Internet-connected servers. 

Offline Mode Documents are cached locally for offline access and subsequent upload.  

SaaS Solution Subscription-based service involves paying only for services used. All upgrades 
are transparent and free. 

Unlimited  
Accounts & Groups 

Professional users can create and share with as many client accounts as needed.  
Clients can be added to groups and permissions managed easily. 

Legislative  
Compliance 

Information can be stored in the jurisdiction of your choice. Compliant with 
PIPEDA and PIPA (BC) Acts relating to Data Privacy. 
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